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(57) Abstract: By linking together mobile telephony systems having small messageservice capacity and payment clearance systems 
such as those operated by banks and credit card companies, substantial facilitationof electronic payments may be achieved. Existing 
security systemsdesigned to protect the mobile telephony system, for example SIM cards and optional encryption provide a base 
level of transactionsecurity which may be enhanced by suitable programming to requirethe use of a PIN to validate a transaction. 
By linking such systems with e.g. ATMs, the usefulness of a mobile telephone, where each assigned telephone number essentially 
functions as a player identity number (or. in certain enhancements, as an account number), substantial transaction economies can 
be achieved without comproniising security, with excellent audit trail feamres and with automatically generated confirmations and 
acknowledgements. 
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ELECTRONIC PAYMENT AND ASSOCIATED SYSTEMS 

This invention relates to electronic payment and associated systems. 

5 

In the second half of the Twentieth century, the growth of intra- and 
International trade and commerce coincided with the growth in communications 
technology and of the computer industry. Financial transaction systems which 
had up till then been handled predominantly on a paper based system (apart, 

10 of course, from major quantities of cash transactions) became "computerised" 
and financial institutions equipped themselves with substantial mainframe 
computer systems in order both to operate their internal businesses and 
subsequently to substitute for existing manual systems electronic computer- 
based systems. Thus, the original manual clearing of cheques drawn on 

15 individual banks was replaced by an automated computer-based clearing 
transaction system operated by consortia of the major banks. 

At the same time as these developments occurred, so did the computerisation 
of credit transactions and other transactions based not on the use of cash, but 

20 on the use of a plastics card, originally one simply bearing in permanent form 
details of the cardholder, conventionally embossed on the card, together with 
the cardholder's signature, but subsequently supplemented by electronically 
readable data usually corresponding to the card holder data and encoded in a 
magnetic stripe on the back of the card. This enabled the credit and charge 

25 card organisations to automate their procedures and benefit from the vast 
Increases in computer technology and computing power to set up essentially 
payment systems which operated simply and effectively on a worldwide basis. 
More recently card technology has been extended further by the use of so- 
called smart cards which, in addition to embodying passive data, have 
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electronically erasable and rewriteable memory components, and in some 
cases processor electronics, within them so enabling the smart card to be 
used In a variety of Interactive applications. 

5 In the case of both conventional magnetic stripe cards and smart cards, a 
major problem with the implementation of such systems is the necessity for 
individual traders, for example retail outlets, hotels, restaurants and the lil<e 
to be equipped with special card-reading terminal equipment which, when 
activated, could read data on the card and provide conventionally a paper 

10 record of the transaction contemplated, the paper record conventionally 
being produced in duplicate and signed by the card holder in order to 
validate the transaction, one paper record then being kept by the card 
holder for subsequent checking purposes and the other being retained by 
the establishment with which the transaction was effected. An alternative to 

15 signing is the use of a personal identification number (PIN). The necessity 
for using different dedicated "point of sale" terminals has restricted the 
growth of such electronic transaction processing, albeit that It is now very 
widespread. 

20 Likewise widespread Is the very complex and sophisticated communications 
system which underlies this card-based transaction processing approach. 
Based on existing banking and credit or charge card company practices, the 
system has developed Into a highly complex system Involving substantial 
quantities of checking and cross-checking of the data which is captured at 

25 the point of sale terminal and this complexity, coupled with difficulties in 
some cases of matching individual national systems to international 
standards, has required the very substantial investment on a global scale by 
financial institutions in order to operate the system at all. 

30 In recent years, an entirely separate technology has emerged originally 
directed to enabling individuals to talk to one another by telephone, but 
without the constraint of needing to be located where a telephone was 
installed. So-called mobile telephones are now ubiquitous and all 
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developed countries have extensive mobile teleplione networks, i.e. 
networks of transmitting and receiving stations which are designed to 
communicate, originally using analogue wireless technology, but, more 
recently, using digital wireless technology with one another and with 
5 individual users of so-called "mobile phones", I.e. transmitter receiver 
telephone units which are sufficiently compact and lightweight to be carried 
by individuals. Following the development of effective mobile telephony 
systems, the take-up and market penetration of mobile telephones has been 
astounding. Indeed, in some jurisdictions, the number of mobile telephone 
10 units in use threatens to approach or even exceed the population of the 
area in question. 

The mobile telephone system as developed in recent years has embodied 
two features which, while originally developed for fulfilling clear objectives 
15 within the context of a mobile telephone network system, are applicable, as 
will appear below, on a broader basis to enable a new approach to. financial 
transactions to be envisaged. 

The first of these developmente is the dissection of the mobile telephone 
20 unit as used by a subscriber essentially into three parts, viz. a power 
supply, the mobile telephony transmitter/receiver unit itself and a so-called 
SIM card. SIM is an acronym for Subscriber Identity Module and is one 
form of smart card, in which the memory "chip" among other things contains 
user identification details as well as its own unique identity. Thus, a mobile 
25 telephone subscriber does not require to carry around a mobile telephone 
unit all of the time if he or she Is going to be In an environment where one 
is available. The subscriber can simply take such a unit, insert their own 
SIM card into it, and then use the mobile telephony system. This operates 
geographically on a very broad basis and, for example, enables the 
30 mobile's telephony network providers to establish very rapidly whether a 
subscriber is entitled to use the mobile telephony services in the country 
concerned (providing appropriate roaming agreements are in place) and, if 
so, it sets up all of the necessary logging and billing procedures enabling 
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the subscriber to be billed by the telephone company in the customary 
fashion for use of their SIM card abroad. In order to prevent abuse of such 
cards (which othenrt^ise would constitute highly desirable items for theft or 
other improper acquisition) they can only be persuaded to work properly 
5 when, once installed in a mobile telephony unit, they are activated by the 
use of an appropriate PIN number (PIN is an acronym for Personal 
Identification Number). The user's PIN number Is conventionally a four digit 
number which is not written down anywhere, but merely remembered by the 
user in order to enable, in the case under discussion, the SIM card to be 
10 used in a mobile telephony unit. 

The concept of enabling a SIM card by using a PIN number which is input 
once the card is physically inserted in a mobile telephony unit can be 
extended, particularly in the case of sophisticated SIM cards which have, 
15 when installed in a mobile telephony unit, substantial on- board processing 
power. Thus, it is possible to provide systems which support different 
services, access to those different services being enabled by the use of 
different PIN numbers. 

20 In addition to the relatively small (normally just four digit) PIN numbers, 
each SIM card does, of course, have space for storing a unique "telephone 
number". It can be easily seen that just as the telephone system on a 
global basis provides a single unique telephone number for each 
subscriber, conventionally broken down into a country code, area code and 

25 subscriber number, so in a mobile telephony system, each SIM card must 
have a unique identification number, and, if desired, the SIM card can 
include other alphanumerical data of even greater length, for example an 
encryption key. 

30 A second feature which has developed as part of mobile telephony is the 
so-called short messaging system, conveniently abbreviated to SMS. This 
system was originally designed to emulate so-called pager systems, i.e. to 
enable the automatic display of a short message on the screen of mobile 
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telephone unit in a fasliion similar to that displayed by a conventional pager. 
However, because of the physical presence of a functional keyboard for use 
when making telephone calls, the system was developed so that individual 
mobile telephone units were adapted not merely to receive "pager" 
5 messages and display them, but could also construct them and send them. 
Because the mobile telephony systems work on a cellular basis and 
accordingly there needs to be continuous monitoring by the network as to 
which mobile telephone units are present within any given cell, there Is a 
continuous interchange between each mobile telephone unit (provided, of 

10 course, that it is switched on) and its nearest base station. Small 

messages can easily be exchanged between receiving unit and base station 
at the same time and, provided that the necessary standards are applied to 
force an appropriate message format, outgoing messages can then be 
directed to the appropriate receiver and incoming messages received by the 

15 desired recipient. Because the short messaging system piggybacks on to 
the overall network monitoring, the cost of sending short messages is very 
reduced compared with the cost of making a mobile telephone call, which 
has led to its adoption particularly among young people who have mobile 
telephone units, but do not wish to pay the substantial costs involved if 

20 these are used substantially for voice telephony. 

United States Patent Specification 5719918 suggests combining the SMS 
used in mobile telephone systems with point of sale terminal technology. 
The proposed transaction handling system is essentially directed to 
25 enabling point of sale type transactions to be effected using the SI^S 
feature of mobile telephony in conjunction with existing point of sale 
technology.. 

In accordance with the present invention, there is provided a financial 
30 transaction processing system which combines the facilities of mobile phone 
systems using SIVIS with existing payment clearance systems. This can be 
done without the Intermediation of a point of sale terminal as required in the 
systems disclosed in United States Specification 5719918. Instead, by 
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equating the mobile telephone number with a payment number (which can 
be thought of in some senses as equivalent to a subscriber's bank account 
number), it is possible to produce financial transaction systems which 
operate rapidly and, more particularly, securely. 

5 

In this connection, use can be made of the existing security systems built 
into mobile telephony networlcs. These include not merely the SIM card 
identification systems identified above, together with the use of one or more 
PIN numbers known to the user but not to third parties, but they also 
10 include encryption which may be carried out to whatever level is deemed 
. appropriate having regard to the nature of the transaction concerned and 
which, since the nature of the transaction must clearly be specified, can be 
adjusted automatically by appropriate software control. 

15 Because of the nature of the mobile telephony system, it is also possible to 
provide that software control where desired, e.g. in the SII^ card itself, or in 
the computer system or server forming part of the network base station, or 
even more centrally forming part of the central network control computer 
installation. 

20 

In its simplest form, a user of a mobile telephone unit operating in 
accordance with such a system and desiring to pay a third party need only 
compose a short message identifying the third party by means of its 
payment number and the account to be paid and providing such other 

25 details as may be appropriate to the transaction in question such as when 
the transaction is to be effected, whether confirmation of the transaction is 
required a tracking number, invoice number and any other standard 
acknowledgements or collateral infonnation requests. The user of the 
system may choose the appropriate level of security or the system itself 

30 may apply the same and once the message has been composed and 
checked, it can be sent in the standard fashion. The programming on the 
SIM card may include means to guide the user through the procedure to 
compose the message in order that the message meets formal 
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requirements such as standardised message structure. 

Clearly, in order to support such payment procedures, existing financial 
transaction settlement systems (for example a credit card clearance system 
5 or a direct bank account to bank account clearance system) need to be 
capable of receiving a message sent via SMS, extracting the relevant 
information from that message and then processing it, and this is an 
essential threshold activity for financial institutions before they can make 
use of the system, but such activity only needs to be done once whereafter 
10 the financial institution concerned Is transaction-enabled for operating in 
accordance with the system constituting the present invention. 

The processing of the data in the short message into a form acceptable to 
an automated electronic settlement system may take place where desired. 

15 In particular, the mobile telephone network system may be provided with a 
number of servers to one of which each payment Instruction message is 
directed and which Is appropriately programmed to carry out the necessary 
validation and/or decryption steps and then to process the data in the short 
message into the appropriate input format for the particular settlement or 

20 clearing system in question. The servers may naturally be located where 
desired, either physically in the control of the telephony network provider, or 
under the physically secure control of the payment or clearing system itself. 
The server may be programmed as desired to send automatic transaction 
receipt messages back to the original sender of the short message and 

25 additionally, since the recipient is also going to have a payment number, 
additionally to the recipient, so that in quick, clear and efficient fashion, the 
payer knows that the payment is being processed and the payee knows 
that too. The level and complexity of such acknowledgement messages 
can vary according to whatever is desired, for example from a simple 

30 statement that a payment has been made by an identified individual through 
to greater detail as to the amount and any associated reference, for 
example an invoice number or date or other transaction identifier. 
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In order to enable the individual user to transact business using the system 
in accordance with the invention, a "sign on" procedure may be effected, 
but because of the already existing unique tracking and identification data 
associated with the user of the SIM card, establishing a secure subscription 
5 system is relatively straightforward and does not normally require extensive 
collateral checking, this already having been carried out by the telephone 
network supplier. Accordingly the subscription process can be simple and 
automated and can involve the automatic downloading from the network 
system into the microchip on the SIM card of the necessary programming to 
10 enable SMS message construction in the correct forniat for the transaction 
system. 

Although reference has been made above to mobile telephone units, this 
should be interpreted broadly to cover not only the standard hand-held 

15 mobile telephone unit including a SIM card and enabling SMS to be used, 
but should be taken to include any more sophisticated personal 
communication devices such as WAP telephones or palm-top computers 
with mobile telephone access capacity. Indeed, other devices can be 
conceived which would not be normally regarded as mobile telephone units 

20 since they do not support voice telephony, but which are capable of 
providing appropriately standardised formatted small messages. For 
example, a laptop computer or even a PC could be appropriately 
programmed to format such messages and then transmit them via a 
wireless or land line telephone connection. 

25 

It should be clearly appreciated that the simple electronic payment system 
in accordance with the invention explained above is capable of substantial 
and flexible extension to enable it to operate within a variety of 
sophisticated business transaction frameworks and, in particular, it may be 
30 used in a number of straightfonA/ard common financial transaction 

scenarios. For example, if a user desired to purchase something located 
on the Internet, providing that the website provides details of a payment 
number, the user can simply compose a small message which, once 
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transmitted, will make the relevant payment, either on a default basis, e.g. 
by registering the transaction with the user's credit card company or charge 
card company, or on a direct debit of the user's personal account basis. 

5 Many financial transactions are not in the nature of voluntary purchases, but 
rather for settlement of regularly incurred debts, for example to a utility 
company, mortgage company, local authority or the like. Using appropriate 
software, the computer system in the utility, local authority or the like can 
send a short message to the consumer's mobile telephone unit and the 
10 programming in that unit may be such that payment may be effected simply 
by keying the "yes", button and, for obvious security reasons, keying in an 
appropriate PIN number. 

Even more simply, if one person wishes to transfer money to another, this 
15 can likewise be achieved by means of a short message, with the money 
going into the recipient's default account unless specified othenA/ise. Of 
course, in that scenario, the receipt of the money is not physical, but rather 
simply a reflection in a stored balance with e.g. a bank, building society or 
other financial institution- However, financial institutions are nowadays used 
20 to the provision of systems which can actually place cash in the hands of 
their account holders, viz. the worldwide network of automatic teller 
machines and their associated servers and communications infrastructure, 
if an ATIVI is identified with a payment number, someone provided with a 
mobile telephone unit standing by that ATM can telephone a benefactor and 
25 if the benefactor is willing, the benefactor can then, using the transaction 
system in accordance with the invention, send a short message embodying 
the payment number of the ATM to the financial institution of their choice, 
whereupon that financial institution will debit the benefactor's account and 
cause the ATM to disgorge the relevant cash. 

30 

The system may also be used for the secure transfer of monies into 
accounts held by employees, for example for payroll, commission or 
reimbursement of expenses purposes, all of which may be generated 
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automatically in appropriately information-rich sliort messages into a 
banking payment clearing system. Payment advice may appear as a short 
message on the recipient's mobile telephone unit. Business to business 
payments may be cleared in similar fashion, again with short messages 
5 generated by the business' server running its accounting system, again with 
the account from which payment is taken being chosen by the payer 
appropriately and likewise the account into which the money is remitted 
being chosen by the payee appropriately. Finally, the system may be used 
In conjunction with customer lists, for example selected on a highly targeted 

10 basis following a data mining exercise on past consumer performance. For 
example, a DVD production company may offer the latest DVD for purchase 
to a selected group of customers who have purchased similar DVDs in the 
past, again with the small message enabling the recipient to see what is on 
offer and if it is desired to purchase simply so indicating by pushing the 

15 "yes" button and inputting a PIN number. 

Numerous other applications will occur to operators of the transaction 
systems in accordance with the invention. 

20 One very specific side effect of the transaction system in accordance with 
the invention is the ease with which virtual accounts may be created 
essentially in a virtual space analogous to (but separate from) the 
"cyberspace" of the Internet world. The recipient of money may choose not 
to have that money credited to a pre-existing bank, building society or the 

25 like account, but merely credited to a Virtual account" essentially resident in 
the memory of a server operated as part of the mobile telephony system, 
or, indeed, some other dedicated payment server operated elsewhere, for 
example by an Internet service provider. So long as the recipient of the 
money can, using appropriate security measures, access the relevant 

30 server to determine the virtual balance held, they can regard that balance 
as simply being in a virtual account and, of course, spend it as necessary, 
with the amount to spend then being debited from that virtual account and 
credited to the virtual or real account of the payee. Banks or credit card 
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companies are well placed to provide appropriate servers as they are 
already trusted parties for taking care of otfier people's money. In place of 
tiie ability of the customer to access the server to determine the balance in 
such a virtual account, the system may be programmed to provide periodic 
5 statements of account, for example by conventional e-mail a dedicated 
Internet secure portal or via a small message service, or the SIM card may 
be programmable to provide a constant tally of the balance. 

It will be appreciated that In the course of implementation of the electronic 

10 payment system described above, a fundamental requirement is that each 
party which is to receive or to dispense a payment must be associated, and 
uniquely associated, with the payment number, conveniently thought of as 
the mobile telephone number. It should be observed that once each 
individual is so equipped, he or she may also be able to make or receive an 

15 appropriate payment via other financial transaction systems provided those 
systems are appropriately able to make the proper correlation between the 
payment number input by the person concerned and one or more PIN 
numbers which the person concerned remembers. Thus, once such 
identities are established within the context of a mobile telephony system, 

20 by means of a suitable interface between that system and, say, the banking 
ATM system, someone needing money In cash and having an account 
anywhere can, provided the GUI of the ATM is of appropriate functionality 
punch in first their payment number followed by one or more PIN numbers 
in order to enable the ATM thereafter to dispense the appropriate amount of 

25 cash with tliat payment being debited to the user's account. Other 
telecommunication systems may be used analogously provided that 
somewhere on the system is a server with appropriate functionality and 
provided that the system is connected to a system that recognises the 
payment number and can correlate the PIN numbers which go with it. 

30 

By way of illustration, a transaction processing system in accordance with 
the present invention is described hereinafter in more detail with reference 
to the accompanying drawings in which 
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Figure 1 shows a sequence of screen displays as might be viewed by a 
user of the system initially subscribing to the system and subsequently 
carrying out a transaction; 

5 Figure 2 is a schematic diagram of a sophisticated system showing 
interaction between various functional units, and 

Figures 3 to 9 are diagrammatic illustrations representing seven different 
types of transaction which may be carried out. 

10 

Referring first to Figure 1, this shows in a sequence of fifteen frames a 
typical screen display as might appear on a mobile telephone hand-held 
unit Common to each display is the presence of a number of icons 
indicating time, signal strength, battery condition, etc. In order to subscribe, 

15 the user naturally calls the telephone network provider, the particular call 
number being one which may be publicly advertised, or receives a 
subscription software on his mobile unit This produces the screen display 
identified as step 1 and as evident from Figure 1 , this Is In the form of a 
question which, on answering "yes" using the "yes" button on the mobile 

20 telephone unit, promptly causes the display shown in step 2 to appear, 
whereon the account type can be selected using the select button. 
Thereafter the sequence of prompts proceeds through steps 3. 4, 5 and 6, 
this last requesting the would-be subscriber to enter a PIN number which 
can be chosen by the subscriber as they wish. Once that has occurred, the 

25 system may generate a payment number which is in fact the number of the 
telephone, which may already have been stored in the SIM card, or which 
may actually be assigned by the network provider's server if the telephone 
unit has not previously been used. The screen display then moves to that 
shown in step 8 which gives two "Mpay" options, Mpay being an acronym 

30 for the system Itselt The first option is to view previous Instructions (the 
SIM card stores previous messages for a considerable period of time and 
enables them to be retrieved and viewed), or to execute a payment order. 
If the second of these Is chosen, the screen display shown in step 9 
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emerges prompting the user to enter the payee's Mpay number, which is 
the telephone number of the payee, and then the amount to be paid 
followed by the PIN number to validate the payment. If the order has not 
been able to be successfully completed, for example due to refusal to 
5 honour the transaction by your credit card company, or some other like dire 
calamity a different message is shown. Otherwise, the message emerges 
to show that your account has been debited. 

At the recipient's mobile telephone unit, the SMS causes a display to 
10 emerge as shown in step 13 with a menu enabling the user to look at the 
. details straight away, in which case they emerge as shown In step 14, or to 
save the details and look at them later when desired. 

Step 15 In Figure 1 shows an altemative display which may be necessary, 
15 for example, when ordering goods over the system where, for example, a 
reference to a particular book or other purchaseable item may need to be 
attached to the payment instructions. 

Figure 2 shows a variety of possible interconnections which may be made 
20 between various systems in a fully functioning payment system in 

accordance with the invention. Shown on the left are representations of two 
mobile phones which may each be in two-way communication (indicated by 
the double-headed arrow) with a network service provider shown by an icon 
including two telephone handsets surrounding a stylised world. Those 
25 networks may communicate via a communications satellite and each is able 
to send small messages, indicated by the envelope icon, to an Mpay server 
denoted IVIpay which forms the backbone of the system. Mpay servers may 
transmit messages, for example, standard form e-mails to subscribers via 
the InternetAVorld Wide Web, but, for security reasons, appropriate 
30 technical means are employed to ensure that the communication is one 
way, i.e. information may be inserted into the World Wide Web to reach the 
appropriate recipient, but it is not possible to access the Mpay server from 
the Internet. 
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Each of the Mpay servers illustrated is in two-way communication with an 
appropriate interface which in turn' communicates with a standard payment 
clearing system, for example as illustrated in the Figure 1 operated by a 
major credit card company. Although the interface is shown on a separate 
5 system from the Mpay server, it may be designed to consist of an integral 
part of this server as well, and hence constitute a component of the Mpay 
server itself. 

Also shown on the Figure is the possibility of providing a virtual account 
10 resident in a virtual account server which is in two-way communication with 
the Mpay server and the SMS system. Although the virtual account is 
shown as a separate system from the Mpay server, it may be designed to 
consist of an integral part of this server as well, and hence constitute a 
component of the Mpay server itself. 

15 

Figures 3 to 9 show graphically the various types of common transaction 
discussed in general terms above. Figure 3 shows a typical internet 
shopping transaction with the user's mobile phone communicating with the 
mobile phone network, and with the user putting the Mpay emergent 
20 number into the small message. Once the order has been acknowledged 
and/or the payment received depending upon the choice made by the 
owner of the relevant website, and, in addition to the Mpay SMS payment 
acknowledgement, the vendor may send via the Internet an appropriate e- 
mail acknowledgement. 

25 

Figure 4 shows a system of which most parts will be instantly recognised 
from the description of Figure 2 above. However, as can be seen, there is 
a two-way connection between the SMS and a utility server here denoted 
PTT. 

30 

Figure 5 shows diagrammatically the simplest possible case of one person 
transferring money to another while Figure 6 Illustrates the possibility of 
someone with a mobile telephone unit actuating an automatic teller machine 
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once they are aware of the telephone number of that machine, denoted in 
the drawing as an 800 number in customary fashion. 

Figure 7 shows the arrangement used for paying a workforce, with the 
5 accounts system server of the employer being denoted FDC on that 
drawing. 

Figure 8 shows the business to business arrangements where the 
accounting servers of two corporate bodies, noted FDC and ATT on the 
10 drawing, both communicate with the Mpay server. 

Finally, Figure 9 shows the use of the system to exploit push marlceting 
opportunities. The in-house server of a retail operation, denoted FNAC in 
the drawing, sends notification to the four users illustrated using the SMS 

15 that, for example, a new DVD is available. By indicating acceptance of the 
offer and validating that acceptance by the use of a PIN number, the SMS 
system then communicates with the Mpay sender to deal with the payment 
and with the retail operations server to advise that an order has been 
received and provide either automatically or following interrogation of the 

20 Mpay server by the FNAC sender relevant physical delivery details such as 
a postal address. 

As can be seen from the foregoing, the present invention provides, overall, 
a system for effecting payments, wherein the system comprises: at least 

25 one terminal (typically a mobile station) that includes an application means 
for using the payment system, and a telecommunications network ensuring 
an exchange of messages (e.g. SMS); wherein said system for effecting 
payments further comprises: at least one payment system server which 
has means of communications with the telecommunications network and 

30 means to store and process payment instructions as well as to interface to 
outside respective payment clearance systems (e.g. credit card processing 
systems/networks); and wherein the payment system comprises means for 
transferring data and instructions between the mobile station and the 
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respective payment clearance system. 

Preferably in such a system, at least one payment reception system has 
means to receive messages from the payment system and/or from payment 
5 clearance systems, or has itself means of using the payment system. 

The payment system means for effecting payments of different natures are: 
means for loading the temninai with means of accepting payment instruction 
details, means for ensuring authentication of the terminal user, means for 

10 securing personalised secure use of the payment system^ means for 
encrypting the payment instructions, means for exchanging payment 
instruction messages through the telecommunications network, means for 
exchanging messages with the telecommunications network, means for 
decrypting the payment instruction messages, means for creating records of 

1 5 payment system users In the payment system server, means for processing 
payment Instructions, means for exchanging payment instructions with 
payment clearance systems, means for registering transactions in 
. subscribers' respective accounts, means for composing respective 
acknowledgement and information messages to payers and payees, means 

20 for sending out transaction and statement reports for subscribers, means for 
billing subscribers, means for subscriber claim handling, means for payment 
server data mining, means for third-party use of subscriber transactions' 
data for promotion. 

25 The overall system may be configured to provide the following benefits and 
advantages: 

a. Easv-to-subscribe payment system : The willing user either 
calls a service telephone number for reception of the 
30 subscription means, or is sent the same over the air through 

the known and applicable techniques in mobile 
telecommunications. The user then enters the required 
subscription data and the means with which his terminal are 
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equipped will take care of securing the data entered before 
sending tliem automatically after confirmation, through the 
telecommunications network in place, to the respective 
payment system server. The user needs to enter the data In 
5 question only at the time of subscription. Data entered may 

include one or more payment personal identification number 
(PIN) for personalisation and authentication of later payment 
sen/ices. Other modes of subscription could also be 
implemented, such as paper or electronic subscription forms, 
10 as are widely used in financial services in various applications. 

Easv-to-use oavment system : Once subscribed, the user then 
uses the means provided for effecting (Including receiving) 
payments through automatic user-friendly guidelines 
requesting the input of respective payment details. Payment 
PIN(s) take care of ensuring authentication and security of use 
of concerned terminal. Reception of acknowledgment 
message(s) by the system serve to provide immediate follow- 
up, transactions account and proof-of-payment. On another 
account, the use of the mobile telephone number as the 
payment number suggests a clear convenience of use 
especially for mobile users. 

c. Security : Overall, the payment system security is ensured as 
25 follows: tamper-proof systems are used in mobile units 

(Smart-card SIM), various encryption and data protection 
means are added on top of the means for effecting payments 
in terminals, Payment PIN(s) are used for authentication and 
security, Telecommunications Network security ensures data 
. 30 transfer security, security means are applied in data transfer to 

and from payment system servers and with payment clearance 
systems, Unique numbering system used in world telephony, 
Trace and Track means of telecommunications messaging 
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systems especially providing for unique and tamper-proof 
system of message identification, billing data and historical 
subscribers accounts. 

Telecommunications systems adaptability : The payment 
system could be used in digital mobile systems, analog mobile 
systems, fixed and satellite systems, paging and personal 
digital assistants (PDA) systems, web-based and proprietary 
data exchange systems, and future generation 
telecommunication systems (e.g. 2.5G, 3 G systems). 

Addressable User Base: Terminals may include Mobile digital 
or analog handsets, PDA's, PC's or any temninal 
communicating through an adaptable telecommunications 
network. 

Spectrum of payment applications : Payment system ensures, 
through the implementation of Interfacing to the various 
existing and future payment clearance systems means in the 
payment senders, the eippllcations of payment including: 
micro-payments, person-to-person, consumer-to-buslness, 
business-to-consumer, buslness-to-business, user-to- 
automated systems (e.g. ATM application), Web-based, 
automatic bill-settlement, payment-by-proxy and push-offering. 
All the applications taking place remotely If desired. 

Types of User accounts : With Interfacing means, the payment 
system allows for the implementation of the payment sen^ice 
applications for subscribers choosing to use cash (against 
payments at cash counters), bank accounts or plastic card 
accounts, and introduces yirtual accounts as well. 

Scalability: The server nature of the payment system allows 
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lor a modularity and high scalability in implementation. On the 
other hand, it allows for flexibility of adoption for payment 
providers. 

Territorial coverage : Due to interconnection amongst 
Telecommunication networks, and the use of standard global 
technologies of messaging and interfacing, especially using 
the roaming arrangements in the mobile systems, the payment 
system could be implemented on a global basis. 

Performance : Due to the advance and proliferation of 
effective communications means, the payment system 
performance is unequal in the known worldwide payment 
systems. The backbone of payment instructions, equated to 
the telecommunications networks' signals, ensures a highly 
efficient payment system handling capacity. 

Cost : The very nature of telecommunications network 
signalling in the mobile networks ensures a very low cost of 
payment transactions. On the other hand, the means of 
interfacing with the existing and future clearance and merchant 
payment systems ensure a minimum change requirement in 
terms of equipment and procedures for payment parties. Also, 
the server architecture of the payment system ensures a low- 
investment scalable approach for the adopting payment 
provider(s). All combined, this should reflect in a low payment 
transaction cost to the benefit of the user, the merchant and 
the payment providers(s). 

Time-tO'l\/larket : The nature of the payment system server, 
and the standard interfacing and interconnection means used 
in the design and conception of the system, ensure a fast 
deployment advantage, a low cost of subscriber acquisition, 
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and a modular growth service coverage. 

Advantage to the user : Aside from convenience, mobility and 
security, the subscriber will enjoy a higher degree of mobility 
In payment applications, an Increase of productivity/efficiency, 
a one-point all-payments system, a set of unprecedented 
applications (e.g. remote person-to-person, remote ATM, 
remote payment-by-proxy, virtual accounts etc.) and, most 
important, a consequent considerable cost advantage in 
payment charges. 

Advantage to the merchant : Acceptance and security of a 
larger base of customers, remote selling, remote promotion 
and consequent cost advantage of payment handling cost. 

Advantage to the payment providerfs) : The payment provider 
is capable of addressing a large mobile and fixed user base, 
effect payments more efficiently and at a higher security. 
Also, the cost advantage in automation and Inherent 
transaction cost will substantially reduce its service cost. All 
combined, the provider(s) will be attracting more transactions 
through its system, talcing share out of electronic and non- 
electronic payment means and pioneering a highly competitive 
market where subscribers are likely to stay attached to their 
provider, as they are attached to their telephone calling 
numbers. 
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CLAIMS 

1. A financial transaction processing system comprising a mobile 
teiepliony system liaving a limited length message service facility, a 

5 computer-based payment processing or clearance system, interface means 
. enabling limited length messages sent from a mobile telephone user to be 
input into the payment processing or clearance system and software 
controlling the payment processing or clearance system to enable the 
interface means to validate the limited length message sent and to action, 
10 following such validation, a payment transaction. 

2. A financial transaction processing system according to Claim 1 wherein 
the mobile telephony system includes SIM card identification for automatic 
validation and is supplemented by a personal identification number (PIN) 

15 additional check. 

3- A financial transaction processing system according to Claim 1 or 2 
wherein the mobile telephony system is adapted to encrypt limited length 
messages and the interface system is adapted to decrypt such messages. 

20 

4. A financial transaction processing system according to any one of 
Claims 1 to 3 wherein the mobile telephony system includes a 
programmable message composition facility enabling details of a desired 
transaction to be Input in structured fashion into a mobile telephone handset 

25 to compose a standardised transaction instruction-containing message 
formatted to be recognised by the payment clearance system. 

5. A financial transaction processing system according to any one of 
Claims 1 to 4 wherein the payment processing or clearance system is 

30 programmed, following the execution of a payment transaction, to construct 
and send a limited length message to a mobile telephone unit forming part 
of the mobile telephony system. 
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6. A financial transaction processing system according to any one of 
Claims 1 to 5 wherein the payment processing or clearance system is 
adapted to link to a network of automatic teller machines (ATMs) enabling 
the user of a mobile telephone unit forming part of the mobile telephony 
5 system to secure currency from the ATM. 
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